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Contivity — Cisco PIX IPSec ABOT using pre-shared key authentication
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Overview

This document shows a sample configuration of an IPSec Asymmetric Branch Office Tunnel
(ABOT) between Contivity Secure IP Services Gateway and Cisco PIX using pre-shared key
authentication.

For more information on Branch Office peer-to-peer configuration consult Configuration Guide —
Configuring Peer-to-Peer Branch Office Tunnel.

For more information on Cisco PIX consult http://www.cisco.com
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Sample Configurations
1. CES - Initiator

1.1. Setup

192.168.10.0/24 192.168.100.0/24 192.168.20.0/24

[:::] __________
=T ] £/——

WS1 oooo

CES

WS1 — Windows 2000 workstation, IP 192.168.10.11.24;

WS2 - Windows 2000 workstation, IP 192.168.20.22/24;

CES - Contivity Secure IP Services Gateway, code version V04_85, management IP
192.168.10.1/24, private IP 192.168.10.10/24, public IP 192.168.100.1/24;

PIX — Cisco PIX firewall 515, code version 6.3(1), private IP (Ethernet 0) 192.168.20.20/24,
Public IP (Ethernet 1) 192.168.100.2/24.

The goal of the configuration is to setup an IPSec ABOT branch office tunnel between the CES
and the PIX box using DES with SHA integrity and pre-shared key authentication. CES will act as
an initiator of the tunnel and PIX as a responder.

1.2. Configuring WS1

Configure the IP address (192.168.10.11/24) on the WS1 and the CES private interface
(192.168.10.10) as a default gateway:

C:\>ipconfig
Windows 2000 IP Configuration
Ethernet adapter Local Area Connection:

Connection-specific DNS Suffix :
IP Address. . . « « « « « « « o« . ¢t 192.168.10.11

Subnet Mask . . . . . . . . . . . : 255.255.255.0
Default Gateway . . . . . . . . . : 192.168.10.10
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1.3. Configuring WS2

Configure the IP address (192.168.20.22/24) on the WS2 and the Cisco private interface
(192.168.20.20) as a default gateway:

C:\>ipconfig
Windows 2000 IP Configuration
Ethernet adapter Local Area Connection:

Connection-specific DNS Suffix :

IP Address. . . . « « « « « « o« . : 192.168.20.22
Subnet Mask . . . . . . . . . . . : 255.255.255.0
Default Gateway . . . . . . . . . : 192.168.20.20

1.4. Configuring CES

1.4.1. Configuring network parameters

Configure IP address for management (192.268.10.1/24), private (192.168.10.10/24) and public
(192.168.100.1/24) interfaces:

A 192.168.10.1 - Contivity Extranet Switch - Microsoft Internet Explorer provided 1ol x|
J File Edit View Favorites Tools Help ﬁ
| pack » = - D 7 | @search GdFavorites CAHistory | B S = ]

]Address I@ htq::/|192.168.ID.lfrIanagefmanager.htm d @Go

LAN Interfaces

NN Interface Description State Type Actions

DIAL INTERFACE et S Enabled Private Configure | Statistics
CIRCUITLESS IP

IP Address Subnet Mask Interface Filter Actions
deny all (Default Filter)

192.168.10.10 255 265 2550 (Contivity Inteface Filter notin Edit Delete

use)

Interface Description State Type Actions
Slot 1 Interface 1 Enabled Fublic Caonfigjure: | Statistics
IP Address Subnet Mask Interface Filter Actions
deny all (Default Filter)
N@RTEL 192.168.100.1 255,255 2550 (Cantivity Intertase Filter notin ﬂl %l

NETWORKS s

AllEL |

|€] Applet Mainhav started

’7 ’7 ‘a Internet

In this configuration CES and PIX are connected directly, if router is used between CES and PIX
public default gateway must be configured on Routing—>Static Routes screen by clicking Add
Public Route and specifying the address of a public default router.
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1.4.2. Configuring Branch Office connection

Configure the BO connection. Navigate Profiles>Branch Office. Click Add next to Group to
add a new group for the branch office:

‘A 192.168.10.1 - Contivity Extranet Switch - Microsoft Internet Explorer provid -|a] x|

J File Edit View Favorites Took Help ﬁ
J Bk » = - 7t | @isearth GFavorites  (#Histry |%’ =] e
JAddI’ESS I@ http://192.168.10. 1/manage/manager. htm j Peo

Branch Office

Gl’ouplelase vl Add Configure

Connections

Search Criteria IOFF -

Select Enahle C ion Name C ion Type Tunnel Type Local Ip Address Remote Ip Address Control Tunn
Add
oK Refresh
NEIRTEL =
NETWORKS [ | -
|§‘] Applet Maintay started |_|_|ﬁ Internet v

Enter a name for the group (BO group) and click OK:
A 192.168.10.1 - Contivity Extranet Switch - Microsoft Inte 1Ol =]
J File Edit “iew Favorites Tools Help
J “Back v = @D tat | @ Search [SdFavorites  AHistory |%V =] < P2

]Address I@ hitp: /192,168, 10, 1/manage/manager.htm j @ Go

Add Group

HELF LOGOFF

Group Name IEIO group

Parent Group Name IfElase vl

CLIENT FOLICY 838 Cancel | Apply |

| K

|@ Applet Mainay started |_|_|a Internet
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Select the newly created group from the menu next to Group and Add under the Connections
field to add a new branch office connection:
A 192.168.10.1 - Contivity Extranet Switch - Microsoft Internet Explorer provided -0 x|

J File Edit WView Favorites Tools Help ﬁ
| ©pack » = @D & | Qsearch GEaFavories CAHistory | B & 0] ~ H @
JAddFESE I@ http://192.168.10.1/manage/manager htm j feaes]

Branch Office

Group |/Base/B0 group » Add | Deletel Configure

Connections

Search Criteria |OFF ~

Select Enable C ion Hame C ion Type Tunnel Type Local Ip Address Remote Ip Address Control Tunnel
Add
0K Refresh | B
NEZRTEL _I;I
WOR 4] | E
\@ Applet MainMay started l_’_|ﬂ Internet A

Enter a Name for the Connection (To CiscoPIX), set Connection Type to Initiator, leave the
rest of the fields to their defaults — Control Tunnel — Disabled, Tunnel Type — IPSec. Click OK:

A 192.168.10.1 - Contivity Extranet Switch - Microso =10] x|
J File Edit “iew Favorites Tools Help ﬁ
J GBack v =+ (D ) | @Search [GdFavorites £ 8History |%' = ] = )

Jf-\ddl’eSS I@ htip: //192.168.10. 1/manage,/manager.htm j @’GD

Add Connection e 0

HELF LOGOFF

Connection

Group Namp [Base/BO group
BRANCH OFFICE

GLIEMT POLICY Connection Nam |T0 CiscaPlx

Control Tunngl IDisahIed vI
Tunnel Typ I|F'SBI: 'I
Connection Typ IInitiatnr vI

(0] Cancel |

N KIS

|@ Applet MainMay started I_ ]_|§ Internet
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The Connection Configuration screen appears.
Check the box next to Enable:

Connection
Group Name /Ease/BO group

Connection Name To CiscoPlX

Control Tunnel Disabled

Tunnel Type IIF'SEE: "I

Connection Type |Initiat|:|r ;I

Enable ¥

Leave Local IP Address to (None):

Endpoints

Local Gateway Interface [ (Mone) LI

Remote Ip Address or Host Name |

Enter Remote IP Address (Cisco PIX public IP — 192.168.100.2) for the remote endpoint of the
tunnel:

Endpoints

Local Gateway Interface ||:N|:|ne]| ;I

Remote Ip Address or Host Name |192.1EB.1DD.2

Leave the Filter to Permit All:

Filters

Filter |permit all ;I

Select the Text Pre-Shared Key Authentication (selected by default):

Authenticatiom | Text Pre-Shared Key =
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Enter the Initiator ID (ces):

es |

Leave the MTU settings to default:

[Enable x
1768

No NAT will be used in this example, leave the default (None) selection for NAT:

(Nons) ~]

Static IP Configuration will be used for this example:

Define local accessible networks. Click Create Local Network next to Local Network:

(Mone) = | ‘
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The Networks screen appears. Enter the name for the network to be created and click Create:
A 192.168.10.1 - Contivity Extranet Switch - Microsoft Internet Explorer pro - O] x|

JFiIe Edit V“iew Favorites Tools Help |
]Address Ia http:/#192,168.10,1/manage/manager .htm j PG

Networks e 8

HELF  LOGOFF

Return to Connection Configuration =

Current Networks
(Mo networks defined)

CLIENT POLICY

Create |||Dca\192.1esm.n

NS

|@ Applet MainMay started

’_ ’_ |O Internet

Enter IP Address for the local network (192.168.10.0), Mask associated with the address
(255.255.255.0) and click Add:

4 192.168.10.1 - Contivity Extranet Switch - Microso - 0| x|
J File Edit “iew Favorites Tools Help |

| Address |&] http://192.168.10.1/manage/manager htm ~| @ao

Metworks --> Edit

HELF LOGOFF

Current Subnets for Network: local 192.168.10.0

(Mo subnets defined)

BRANCH OFFICE
CLIENT POLICY

Hew Subnet

IP Address |192.158.1D.D

Mask] |255.255.255.0

Add
NERTEL
NETWORKS _Gloss | -
|@ Applet MainNay started ’_’_|Q Internet S
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The configured subnet for the network is listed under the Current Subnets for Network window.
Click Close:

2 192.168.10.1 - Contivity Extranet Switch - Microsoft -0l x|
J File Edit View Favorites Tools Help ‘
| Addiress |1 http: /192, 166.10.1/manage/manager htm ~| @ao

Networks --= Edit

HELP

LOGOFF

Current Subnets for Hetwork: local 192.168.10.0

Edit]

Delete

55.255.255.0

i

New Subnet
IP Address |
Mask |
Add
NLIRTEL
NETWORKS = .
|@ applet Mainhay started ’_’_|a Internet i

TT040430 1.00 April 2004 Page: 9 of 44



Tech Tip NERTEL

Contivity Secure IP Services Gateway NETWORKS

Contivity — Cisco PIX IPSec ABOT using pre-shared key authentication

The configured network is listed under the Current Networks. Follow the link in the top right
corner to return to the branch office configuration:

Al 192,168.10.1 - Contivity Extranet Switch - Microsoft Internet E -O] x|
J File Edit ‘“iew Favorites Tools Help |
J Address I@ http: /7192, 168,10, 1/manage/manager. htrm j G0

Metworks e 8

HELF LOGOFF

Return to Connection Configuratio

CLIENT FOLICY

Create | |

|@ Applet MainMay started - . . |_|_|Q Internet

=l
4

Select the newly configured local network (local 192.168.10.0) from the drop-down list next to
Local Network:

Local Networks

Local Network Mnnnj :I_l Create Local Metwark

Remote Networks

Screen refreshes showing the configured local network:
Local Networks

Local Network |local 192.165.10.0 »|  Create Local Netwark

IP Address IP Mask Cost Enahled
192 168.10.0 255,255 2550 10 TRLE

Define the remote accessible networks. Click Add under the Remote Networks:
Remote Networks
Select IP Address IP Mask Cost Enabled

Audd
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The Add Remote Network screen appears. Enter the IP Address of the remote network (Cisco
PIX private network — 192.168.20.0), Mask (255.255.255.0) associated with the address, leave
the Cost to its default, make sure Enabled box is checked (default) and click OK:

4 192.168.10.1 - Contivity Extranet Switch - Microsoft -0] x|
J File Edit “iew Favorites Tools Help |

| Address &1 hip://192.168.10.1/manage/manager htm ~| P

Add Remote Network 9 8

HELF LOGOFF

Connection
Group Name /Base/B0 group

Connection Name To CiscoPlx

Remote Network
IP Addre |192.168.2D.D

IP Mas |255.255.255.D

Cos} |10
Enableg
NQE-EI-TEV\I;ORKS Ok Cancel | Apply | —
=
|@ Aaplet MainMay started I_’_|° Internet S

The configured remote network is listed under the Remote Networks tab:
Remote Networks

Select IP Address IP Mask Cost Enabled
i 1892.168.20.0 2562652550 10 v
Add Configure | Delete |
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Once all the parameters have been set, click OK at the bottom of the screen:

2 192.168.10.1 - Contivity Extranet Switch - Microsoft Internet Explorer =13 x|
File Edit Wiew Favorites Tools Help n
Back T @D 2] &l Qoearch EdFavorites (HHistory | B~ S LE ]

Adddress ‘&ﬂ htt: /4192, 168, 10, L/manage/manager. it

jRGD
7

HELP  LOGOFF

Connection Configuration

This page has been modified. Please click the OE/Apply button to send configuration changes to the dewice. Or, please click the
Refresh button to get the latest data from the device and clear all changes

CLIENT POLICYT
HELP

Connection

Group Name
Connection Name
Control Tunnel
Tunnel Type
Connection Type

Enable

Endpoints

Local Gateway Interface

Remote Ip Address or Host Name

{Base/BO group
To CiscoPIX
Cisabled

FSec ~

nitiator -

i

|(Nune)

192.166.100.2

Filters

Filter |permit all
Authentication | Text Pre-Shared Key +

Initiator ID |ces

Text Pre-Shared Key |*'*'*'*""”*" Confirm

MTU
Tunnel MTU |Enable =
MTUValue 1788
NAT
NAT |({MNone) =
IP Configuration | Static =

Local Networks

Local Network |local 192.165.10.0 = Create Lacal Network

IP Address IP Mask Cost Enabled
192.168.10.0 255.255.2585.0 10 TRUE
Remote Networks
Select IP Address IP Mask Cost Enahled
(e 192.168.20.0 255.255.255.0 10 v
Add | Configure ‘ Delete |
NAZRTEL ok | Cancal | Apply | Resfresh
PRIy
NETWORKS
é‘] Applet Mainhay started & Internst
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Branch office connection is configured:

A 192.168.10.1 - Contivity Extranet Switch - Microsoft Internet Explorer provided I ] F
J File Edit WYiew Favorites Tools Help E
| spack » = - D &t | Qisearch GaFavorites  (#History | By S e ]

| Address [@) htw://192.166.10.1/manage manager.htm -] @an

Branch Office

Groupl;’Base;‘EO group = Add | Delete | Configure

CLIENT POLICY .
: Connections

Search Criteria |OFF ~
hle i

To CiscoPlx Initiatar 192.168.100.2 Digabled

Add | Delete [ Configurs Change Group |Test|

N.QRTEL ok, Refrash a

NETWORKS =
4 | v

’_ ’_ ‘0 Internet /

@ Applet MainMay started

BN
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1.4.3. Configuring Global IPSec parameters

Configure IPSec parameters globally. DES with SHAL integrity is disabled globally on Contivity by
default. To enable DES with SHA1 navigate Services->IPSec. Check the box next to ESP - 56-
bit DES with SHA1 Integrity and click OK at the bottom of the screen:

h -

icrosoft Internet Explore;

| File Edit view Favorites Tools Help

|| Address [&) htp://192. 168.10.1/manage,/manager.htm

IPsec Seitings

Authentication

User Name and Password/Pre-Shared Key

RSA Digital Signature J»
RADIUS Authentication

AXENT Technologies Defender [
RSA SecurlD

User Name and Password [
Encryption

ESP - 256-hit AES with SHA1 Integrity [
ESP - 128-bit AES with SHA1 Integrity [
ESP - Triple DES with SHA1 Integrity |

ESP - Triple DES with MD5 Integrity &

ESP - 56_bit DES with SHA1 Integrity 7

ESP -56-hit DES with MD5 Integrity [~

ESP - 40_bit DES with SHA1 Integrity [

ESP - 40-bit DES with MD5 Integrity [~

ESP - NULL (Authentication Only) with SHA1 Integrity
ESP - NULL {Authentication Only) with MDS Integrity [
AH - Authentication Only (HMAC-SHA1)

AH - Authentication Only (HMAC MD5) [~

IKE Encryption and Diffie_Hellman Group

56-bit DES with Group 1 (768-bit prime)
Triple DES with Group 2 (1024 -hit prime)
Triple DES with Group 7 (ECC 163 -hit field) ~
128-bit AES with Group 5 (1536-bit prime)
128 it AES with Group 8 (ECC 283 hit field)
128-bit AES with Group 2 (1024 bit prime) [
256-bit AES with Group 5 {(1536-bit prime} [
256-bit AES with Group 8 (ECC 283-bit field) [~

NAT Traversal

Enabled [

Disable Client IKE Source Port Switching T

UDP Port

Authentication Order

Order Server Type
1 LDAP Internal
2 RADIUS CHAP, PAP /Base
Add LDAP Proxgs |
Load Balance
Load Balance Enabled
Alternate Host L
Fail-Over
Fail-Over Enabled
Hast 1 L]
Host 2 L]
Host 3 L]

NERT

EL
NETWORKS

Ok | JCancel

HELP  LOGOFF

Only valid with User Groups

Only valid with User Groups

Only valid with User Groups

Action

Associated Group

Management IP Address

e —

Public IP Address

—
—
—

&1 applet Maintay startsc

|

[ & nemet
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1.4.4. Configuring Branch Office IPSec parameters

Navigate Profiles>Branch Office to configure branch office IPSec parameters. Select a group
the tunnel belongs to (BO Group) and click Configure next to the group:
A 192,168.10.1 - Contivity Extranet Switch - Microsoft Internet Explorer provided by o [=] |

JFi\e Edit View Favorites Tools Help ‘
JAddreSs I@ http://192.168.10.1/manage/manager.htrm j @GD

Branch Office

HELP  LOGOFF

Groud /Base/BO group !I Add Delete | Configure

Connections
Search Criteria m

Select Enable C ion Name C ion Type Tunnel Type Local Ip Address Remote Ip Address Control Tunnel
(c I To CigeoPlX Peer to Peer |PSec 192.168.100.1 192.1668.100.2 Disabled

Add |DE\EIE| Configure Change Group |E|

N.@RTEL oK Refresh =
NETWORKS N I;'LI

|€'] Applet MainNay started l_l_la Internet v
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Scroll down to the IPSec section and click Configure:
A 192.168.10.1 - Contivity Extranet Switch - Microsoft Internet Explorer pre iy ] 73]
J File Edit Wiew Favorites Tools Help |

]Addreaa I@ http://192.168.10.1/manage/manager.htm j ©Go

Branch Office --> Edit Group HELR  LOGOFF

Return to Branch Office =

Group Name: /Base/BO group Parent Group: /Base

Current Configuration

Nailed Up: Disabled
Accass Hours: Anytime
Call Admission Priority: Highest Priority
Fonwarding Friority: Low Priority
Idle Timeout: 00:16:00
Forsed Logoff: 00:00:00
REVF: Disabled
Configure | RSVP: Teken Bucket Depth: 3000 Biytes
RSVP: Token Bucket Rate: 28 Kbps
Branch Office Banduwidth Palicy:
- Committed Rate: 58 Kbps
- Excess Rate: 128 Kbps
- Excess Action: Mark

Connectivity

Encryption:
- ESF - Triple DES with MDS Integrity: Disabled

- ESP - 56-bit DES with SHA1 Integrity: Disabled

- ESP - 56-bit DES with MDS5 Integrity: Enabled

- ESP - 40-bit DES with MDS Integrity: Disabled

- AH - Authentication Only (HMAC-SHATY Enabled
- AH - Authentication Only (HMAC-MDS): Enabled
IKE Encryption and Diffie-Hellman Group: 56-bit DES with Group 1 (FGE-bit prime) L

Wendor ID: Enabled
Aggressive Mode ISAKMP Initial Contact Payload: Disabled
Pertect Fonward Secrecy: Enabled
Configure Compression: Enabled
Rekey Timeout: 08:00:00

Rekey Data Count: (None)
ISAKMP Retransmission Intenval: 16
ISAKMP Retransmission Max Attempts: 4
Keepalive interal: 00:01:00

Keepalive (On-Demand connections) DISABLED
NLIRTEL Anti Replay: ENABLED

NETWORKS IPs2c DFBit: CLEAR
Tranzmit: Mode V2 LI
4

‘E‘] Applet MainMay started ’_ ’_|ﬂ Internet

We need to enable DES with SHALfor the branch office tunnel in this group. Click Configure next
to Encryption:

Group Name: /Base/BO group

Field Value Actions Inherited From

ESP - Triple DES with MD5 Integrity Digabled
ESP - 56-hit DES with SHAT Integrity  Disabled
5 ESP - 86-bit DES with MD5 Integrity Enabled -
E t Caonf I /B
NEYPUON om0 bit DES with MDS Integrity  Disabled EUERE ase
AH - Authentication Only (HMAC-SHAT) Enabled
AH - Authentication Only (HMAC-MDS) Enabled
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Screen refreshes allowing us to select encryption types. Check the box next to ESP — 56-bit DES
with SHA1L integrity:

Field Value Actions Inherited From

ESP - Triple DES with MDS Integrity u
ESP - 56-bit DES with SHAT Integrity v

Encryption o Use Inherited
ESP - 40-bit DES with MDS Integrity | |

AH - Authentication Only (HMAC-SHAT) W
AH - Authentication Only (HMAC-MDS)

Make sure the correct Diffie-Hellman group is selected, for 56 bit DES it's group 1 (default
setting):

IKE Encryption and Diffie-Hellmah gyt pES with Group 1 (7B8-bit prime) Configure._| /Base

To interoperate with Cisco PIX Vendor ID must be disabled for the group. Click Configure next
to Vendor ID:
Vendor ID Enabled Canfigure | fBase

Screen refreshes allowing us-to-disable.the parameter. Disable Vendor ID:

Vendor I0 |Disab|ed vl Ise Inherited |

Disable the PFS, click Configure next to Perfect Forward Secrecy:

Perfect Forward Secrecy Enabled Configure | /Base

Select Disabled option:

Perfect Forward Secrecy |Disab|ed - Use Inherited |

Compression must be disabled to interoperate with Cisco PIX. Click Configure next to
Compression:

Compression Enabled Configure /Base

Disable the Compression pagamstes

Compression |Disabled vI Uz Inherited |
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Once all the parameters have been set, click OK at the bottom of the screen:

‘2 192.168.10.1 - Contivity Extranet Switch - Microsoft Internet Explorer provided by -0 x|
J File Edit WYiew Favorites Tools Help |
| Adddress [€) np://192.168.10.1/manage/manager itm ~| ®an
Branch Office HELP  LOGOFF
Return to Branch Office =
Group Name: /Base/BO group
Field Value Actions Inherited From
ESP - Triple DES with MDS Inteqrity 'l
ESP - 56-bit DES with SHAT Integrity v
ESP - 56-bit DES with MDS Integrity v =
Encryption Use Inherited
ESP - 40-bit DES with MDS Integrity L
AH - Authentication Only (HMAC-SHAT) @
AH - Authentication Only (HMAC-MDE) @
I Enthpionland D'me'"e";':::: 56-bit DES with Group 1 (758-bit prims) Canfigure [Base
Vendor ID |Disabled ~ Use Inherited
Aggressive Mode ISAKMP Initial -
Contact Payload Disabled Caonfigure fBase
Perfect Forward Secrecy Enabled Caonfigure fBase
Compression |Disabled « Use Inherited
Rekey Timeout 05:00:00 Configure /Base
Rekey Data Count  (None) Configure /Base
ISAKMP Retransmission Interval 16 Caonfigure fBase
ISAKMP Retransmission Max Attempts 4 Caonfigure fBase
Keepalive interval 00:01:00 Configure /Base
Keepalive (On-Demand connections) DISABLED Configure /Base
Anti Replay ENAELED Caonfigure:
IPsec DFBit CLEAR Caonfigure /Base
Caonfigure
All Fields
Use Inherited
NETWORKS Cancsl :I
|€] Applet MainMay started | | ‘Q Internet v

At this point CES is configured.

1.5. Configuring PIX

The configuration of the Cisco PIX will be done via console in this example. Connect to the Cisco
PIX via console and enter the privileged mode, by default PIX does not have a password set,

press Enter when prompted for password:

pixfirewall> enable
Password:
pixfirewall#

Enter configuration mode:

pixfirewall# configure terminal
pixfirewall (config)#
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Configure and enable interfaces ethO and ethl, in this example auto speed selection will be used
for interfaces:

cisco-side(config)# interface ethernetl auto
cisco-side(config)# interface ethernet0 auto

We will configure Ethernet 0 to be private interface and Ethernet 1 to be public interface.
Configure eth 0 to be private (by default eth 0 is public and ethl is private), this will swap the
interfaces and will automatically make eth1 public:

pixfirewall (config)# nameif ethernet0 inside securityl00
interface 1 name "inside" swapped with interface 0 name "outside"

Configure hostname (cisco-side) on PIX:

pixfirewall (config)# hostname cisco-side
cisco-side (config)#

Create an access list that will be used with crypto algorithm to define what traffic will be encrypted
and what will be sent in clear text. The permitted traffic will be encrypted and denied traffic will be
sent in clear. We need to permit traffic from Cisco PIX private side (192.168.20.0/24) to CES
private side (192.168.10.0/24) this will force all the traffic between private networks to go through
the tunnel. 15 is the access list number we are creating:

cisco-side(config)# access-list 15 permit ip 192.168.20.0 255.255.255.0
192.168.10.0 255.255.255.0

Configure the IP address for the PIX private interface or inside address (192.168.20.20/24):
cisco-side(config)# ip address inside 192.168.20.20 255.255.255.0
Configure the IP address for the PIX public interface or outside address (192.168.100.2/24):
cisco-side(config)# ip address outside 192.168.100.2 255.255.255.0
We do not need to NAT over IPSec tunnel:

cisco-side(config)# nat (inside) 0 access-list 15
cisco-side(config)# nat (inside) 1 0.0.0.0 0.0.0.0 0 O

Configure an outside route. In this configuration CES and PIX are directly connected, so CES
public IP (192.168.100.1) will be used as a default public gateway. If a router is used between
CES and PIX use routers IP as a gateway:

cisco-side(config)# route outside 0.0.0.0 0.0.0.0 192.168.100.1 1
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Configure Cisco PIX to accept IPSec traffic. This assures that traffic through the tunnel is not
blocked by other access lists that might exist on the PIX box. Alternatively, access lists explicitly
allowing particular traffic across PIX need to be configured via access list or conduit commands.
In this example we will allow all IPSec traffic:

cisco-side(config)# sysopt connection permit-ipsec

Create an IPSec transform set to define what encryption and authentication algorithms will be
used for the tunnel. We need to create a transform set (myset) for the DES with SHA integrity:

cisco-side(config)# crypto ipsec transform-set myset esp-des esp-sha-
hmac

Create an IPSec dynamic crypto map (map number 1, named cisco) and associate created
transform set with the dynamic map:

cisco-side(config)# crypto dynamic-map cisco 1 set transform-set myset

Create a static map (map number 20, named dyn-map) and associate the created earlier dynamic
map (cisco) with the static map:

cisco-side(config)# crypto map dyn-map 20 ipsec-isakmp dynamic cisco
Associate static map with the interface:

cisco-side(config)# crypto map dyn-map interface outside

Enable ISAKMP service for the outside interface:

cisco-side(config)# isakmp enable outside

Configure a pre-shared key (test) for authentication with initiator (note, address 0.0.0.0 netmask
0.0.0.0 means that any remote peer that knows the secret password will be authenticated):

cisco-side(config)# isakmp key test address 0.0.0.0 netmask 0.0.0.0
Configure Cisco PIX to use IP address as peer ID (by default PIX uses domain hame as an ID):
cisco-side(config)# isakmp identity address

Configure Cisco PIX to use pre-shared key authentication:

cisco-side(config)# isakmp policy 20 authentication pre-share

Configure Cisco to use DES for encryption:

cisco-side(config)# isakmp policy 20 encryption des

Configure Cisco to use SHA1 for authentication:

cisco-side(config)# isakmp policy 20 hash sha
Configure Cisco to use Diffie-Hellman group 1.:

cisco-side(config)# isakmp policy 20 group 1
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Check the config to make sure everything is correct:

cisco-side# show runn
Saved

PIX Version 6.3 (1)

interface ethernet0 auto

interface ethernetl auto

nameif ethernet0 inside securityl00

nameif ethernetl outside security0

enable password 8Ry2YjIyt7RRXU24 encrypted
passwd 2KFQOnbNIdI.2KYOU encrypted

hostname cisco-side

fixup protocol ftp 21

fixup protocol h323 h225 1720

fixup protocol h323 ras 1718-1719

fixup protocol http 80

fixup protocol ils 389

fixup protocol rsh 514

fixup protocol rtsp 554

fixup protocol sip 5060

fixup protocol sip udp 5060

fixup protocol skinny 2000

fixup protocol smtp 25

fixup protocol sglnet 1521

names

access-list 15 permit ip 192.168.20.0 255.255.255.0 192.168.10.0
255.255.255.0

pager lines 24

mtu inside 1500

mtu outside 1500

ip address inside 192.168.20.20 255.255.255.0

ip address outside 192.168.100.2 255.255.255.0
ip audit info action alarm

ip audit attack action alarm

pdm history enable

arp timeout 14400

nat (inside) 0 access-1list 15

nat (inside) 1 0.0.0.0 0.0.0.0 0 O

route outside 0.0.0.0 0.0.0.0 192.168.100.1 1
timeout xlate 3:00:00

timeout conn 1:00:00 half-closed 0:10:00 udp 0:02:00 rpc 0:10:00 h225
1:00:00

timeout h323 0:05:00 mgcp 0:05:00 sip 0:30:00 sip media 0:02:00
timeout uauth 0:05:00 absolute

aaa-server TACACS+ protocol tacacs+

aaa-server RADIUS protocol radius

aaa-server LOCAL protocol local

no snmp-server location

no snmp-server contact

snmp-server community public

no snmp-server enable traps

floodguard enable

sysopt connection permit-ipsec

crypto ipsec transform-set myset esp-des esp-sha-hmac
crypto dynamic-map cisco 1 set transform-set myset
crypto map dyn-map 20 ipsec-isakmp dynamic cisco
crypto map dyn-map interface outside
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isakmp enable outside

isakmp key ********x gddress 0.0.0.0 netmask 0.0.0.0

isakmp identity address

isakmp policy 20 authentication pre-share

isakmp policy 20 encryption des

isakmp policy 20 hash sha

isakmp policy 20 group 1

isakmp policy 20 lifetime 86400

telnet timeout 5

ssh timeout 5

console timeout 0

terminal width 80

Cryptochecksum:d89c6el50ce28f659b61214df4af9d5e
end

Save the configuration:

cisco-side(config)# write mem

Building configuration...

Cryptochecksum: dddablea alb442f4 cO0dlc3ae dlf2ae69
[OK]

Exit the configuration mode:

cisco-side(config)# exit
cisco-side#

A reboot might be required to activate the settings:

cisco-side# reload
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1.6. Testing the configuration

Clear log on CES:
2 192.168.10.1 - Contivity Extranet Switch - Microsoft Internet Explorer provic oy =]

JF\Ie Edit “iew Favorites Tools  Help |
JAddI’eSS I@ http://192,168.10. 1/manage/manager. hitm j @Go

Event Log Q 8

HELP  LOGOFF

IP Packet Drops: I Al T Filtered

IP% Packet Drops: [

Use of abowe options will impact system performance

Reverse Chronalogical Order [
Sorting Key Words: I |OR | Apply

Clear | Refresh |

BT T0g Contents

01-268-2004 09:48:58
01-28-2004 09:49:05

Sy=s [13] Eventlog: The current Eventlog size is 2000 entries
Boot [13] Booting in Normal node .
01-28-2004 09:49:05 Boot [13] Booting wersion V04_90.170, created on Jan 22 2004, 10:04:06
01-28-2004 09:49:05 CtrtReclaim [01] Created -
4| r 3

,7 ,7 |G Internet

1oooo

|€‘] Applet Mainhay started

B

Enable debug on Cisco PIX to see the connection establishment:

cisco-side# debug crypto isakmp 2
cisco-side# debug crypto ipsec 2

Ping from WS2 (192.168.20.22) to WS1 (192.168.10.11) to make sure responder (P1X) does not
try to establish the tunnel:

C:\>ping 192.168.10.11

Pinging 192.168.10.11 with 32 bytes of data:
Request timed out.

Request timed out.

Request timed out.

Request timed out.

Ping statistics for 192.168.10.11:

Packets: Sent = 4, Received = 0, Lost = 4 (100% loss),
Approximate round trip times in milli-seconds:

Minimum = Oms, Maximum = Oms, Average = 0ms

The ping is lost as the tunnel could not be initiated by the responder.
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Ping from WS1 (192.168.10.11) to WS2 (192.168.20.22) to bring up the tunnel from the CES
side:

C:\>ping 192.168.20.22
Pinging 192.168.20.22 with 32 bytes of data:

Request timed out.

Reply from 192.168.20.22: bytes=32 time=230ms TTL=29
Reply from 192.168.20.22: bytes=32 time<lOms TTL=29
Reply from 192.168.20.22: bytes=32 time<lOms TTL=29

Ping statistics for 192.168.20.22:

Packets: Sent = 4, Received = 3, Lost = 1 (25% loss),
Approximate round trip times in milli-seconds:

Minimum = Oms, Maximum = 230ms, Average = 57ms

The first ping is lost as tunnel has not yet been established; all the following pings went through
as the tunnel has been established.

Check the log on CES:

02/09/2004 11:14:00 0 DCLog [00] DCManager flushing data to stat file
'20040209.DC!

02/09/2004 11:14:35 0 Branch Office [01] IPSEC branch office connection
initiated to rem[192.168.20.0-255.255.255.0]@[192.168.100.2]
loc[192.168.10.0-255.255.255.0]

02/09/2004 11:14:35 0 Security [11] Session: IPSEC[192.168.100.2]
attempting login

02/09/2004 11:14:35 0 Security [01] Session: IPSEC[192.168.100.2] has no
active sessions

02/09/2004 11:14:35 0 Security [01] Session: IPSEC[192.168.100.2] To
CiscoPIX has no active accounts

02/09/2004 11:14:35 0 Security [00] Session: IPSEC - found matching
gateway session, caching parameters from gateway session

02/09/2004 11:14:36 0 Security [01] Session: IPSEC[192.168.100.2]:11
SHARED-SECRET authenticate attempt...

02/09/2004 11:14:36 0 Security [01] Session: IPSEC[192.168.100.2]:11
attempting authentication using LOCAL

02/09/2004 11:14:36 0 Security [11] Session: IPSEC[192.168.100.2]:11
authenticated using LOCAL

02/09/2004 11:14:36 0 Security [11] Session: IPSEC[192.168.100.2]:11
bound to group /Base/BO group/To CiscoPIX

02/09/2004 11:14:36 0 Security [01] Session: IPSEC[192.168.100.2]:11
Building group filter permit all

02/09/2004 11:14:36 0 Security [01] Session: IPSEC[192.168.100.2]:11
Applying group filter permit all

02/09/2004 11:14:36 0 Security [11] Session: IPSEC[192.168.100.2]:11
authorized

02/09/2004 11:14:36 0 ISAKMP [02] ISAKMP SA (aggressive-mode)
established with 192.168.100.2

02/09/2004 11:14:36 0 ISAKMP [13] Unknown Notify message (24578)
received from 192.168.100.2

02/09/2004 11:14:36 0 ISAKMP [13] Unknown Notify message (24576)
received from 192.168.100.2

02/09/2004 11:14:37 0 Security [11] Session: network IPSEC[192.168.20.0-
255.255.255.0] attempting login

02/09/2004 11:14:37 0 Security [11] Session: network IPSEC[192.168.20.0-
255.255.255.0] logged in from gateway [192.168.100.2]
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02/09/2004 11:14:37 0 Security [12] Session: IPSEC[192.168.100.2]:11
physical addresses: remote 192.168.100.2 local 192.168.100.1
02/09/2004 11:14:37 0 Security [12] Session: IPSECI[-]:12 physical
addresses: remote 192.168.100.2 local 192.168.100.1

02/09/2004 11:14:37 0 Outbound ESP from 192.168.100.1 to 192.168.100.2
SPI 0x9df931b4 [03] ESP encap session SPI 0xb431f99d bound to cpu 0
02/09/2004 11:14:37 0 Inbound ESP from 192.168.100.2 to 192.168.100.1
SPI 0x00239a0a [03] ESP decap session SPI 0xa9a2300 bound to cpu 0
02/09/2004 11:14:37 0 Branch Office [00] 52b80d8
BranchOfficeCtxtCls::RegisterTunnel: rem[192.168.20.0-
255.255.255.0]@[192.168.100.2] loc[192.168.10.0-255.255.255.0]
overwriting tunnel context [ffffffff] with [4fc3a88]

02/09/2004 11:14:37 0 ISAKMP [03] Established IPsec SAs with
192.168.100.2:

02/09/2004 11:14:37 0 ISAKMP [03] ESP 56-bit DES-CBC-HMAC-SHA outbound
SPI 0x9df931b4

02/09/2004 11:14:37 0 ISAKMP [03] ESP 56-bit DES-CBC-HMAC-SHA inbound
SPI 0x239%a0a

Tunnel has been successfully established from the CES side.

Take a look at the ISAKMP and IPSec debug messages on the Cisco Pix:
crypto isakmp process block:src:192.168.100.1, dest:192.168.100.2
spt:500 dpt:500

crypto isakmp init phasel fields: responder

name_addr2string: no name service

OAK_AG exchange

process_isakmp packet:

process sa: mess_id 0xO0

ISAKMP (0): processing SA payload. message ID = 0

ISAKMP (0): Checking ISAKMP transform 1 against priority 20 policy

ISAKMP: encryption DES-CBC
ISAKMP: hash MD5

ISAKMP: auth pre-share
ISAKMP: default group 1

ISAKMP (0): atts are not acceptable. Next payload is 3
ISAKMP (0): Checking ISAKMP transform 2 against priority 20 policy

ISAKMP: encryption DES-CBC
ISAKMP: hash SHA

ISAKMP: auth pre-share
ISAKMP: default group 1

ISAKMP (0): atts are acceptable. Next payload is 0
crypto _generate DH parameters: dhset Oxddéblc, phase 0
DH ALG PHASE1

process_ke:

ISAKMP (0): processing KE payload. message ID = 0

crypto _generate DH parameters: dhset 0xddéblc, phase 1
DH_ALG_PHASE2

process _nonce:

ISAKMP (0): processing NONCE payload. message ID = 0

ISAKMP (0): processing ID payload. message ID = 0
construct header: message id 0xO0

construct isakmp sa: auth 7

construct xauthvé vendor id:
construct dpd vendor id:
construct unity vendor id:
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construct vendor id:

construct ke:

need cert from peer:

ISAKMP (0): ID payload
next-payload : 10

type 1
protocol : 17
port : 500
length : 8

ISAKMP (0): Total payload length: 12

construct nonce:

construct hash:

compute_ hash:

return status is IKMP_NO_ ERROR

crypto isakmp process block:src:192.168.100.1, dest:192.168.100.2
spt:500 dpt:500

OAK_AG exchange

process_isakmp packet:

process_hash:

ISAKMP (0): processing HASH payload. message ID = 0

compute_ hash:

ISAKMP (0): SA has been authenticated

return status is IKMP_NO_ ERROR

ISAKMP (0): sending INITIAL CONTACT notify

ISAKMP (0): sending NOTIFY message 24578 protocol 1

construct header: message id 0x46e6al33

construct blank hash:

construct notify:

construct _gm hash:

ISAKMP (0): sending phase 1 RESPONDER LIFETIME notify

ISAKMP (0): sending NOTIFY message 24576 protocol 1

construct header: message id 0x807d3dd

construct blank hash:

construct notify:

construct_gm hash:

VPN Peer: ISAKMP: Added new peer: ip:192.168.100.1/500 Total VPN Peers:1
VPN Peer: ISAKMP: Peer ip:192.168.100.1/500 Ref cnt incremented to:1
Total VPN P

eers:1

crypto isakmp process block:src:192.168.100.1, dest:192.168.100.2
spt:500 dpt:500

OAK_ QM exchange

oakley process quick mode:

verify gm hash:

OAK_QM IDLE

process_isakmp packet:

process _sa: mess_id Ox4eb52f2d

ISAKMP (0): processing SA payload. message ID = 1320496941

ISAKMP : Checking IPSec proposal 1

ISAKMP: transform 1, ESP DES

ISAKMP: attributes in transform:

ISAKMP: authenticator is HMAC-SHA

ISAKMP: encaps is 1

ISAKMP: SA life type in seconds

ISAKMP: SA life duration (VPI) of 0x0 0x0 0x70 0x80

ISAKMP (0): atts are acceptable.
ISAKMP (0): bad SPI size of 2 octets!
ISAKMP : Checking IPSec proposal 2
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ISAKMP: transform 1, ESP DES

ISAKMP: attributes in transform:

ISAKMP: authenticator is HMAC-SHA

ISAKMP: encaps is 1

ISAKMP: SA life type in seconds

ISAKMP: SA life duration (VPI) of 0x0 0x0 0x70 0x80

ISAKMP (0): atts are acceptable.
snoop id payloads:IPSEC(validate proposal request): proposal part #1,
(key eng. msg.) dest= 192.168.100.2, src= 192.168.100.1,
dest proxy= 192.168.20.0/255.255.255.0/0/0 (type=4),
src_proxy= 192.168.10.0/255.255.255.0/0/0 (type=4),
protocol= ESP, transform= esp-des esp-sha-hmac ,
lifedur= 0s and 0kb,
spi= 0x0(0), conn id= 0, keysize= 0, flags= 0x4

process _nonce:
ISAKMP (0): processing NONCE payload. message ID = 1320496941

ISAKMP (0): processing ID payload. message ID = 1320496941
ISAKMP (0): ID IPV4 ADDR SUBNET src 192.168.10.0/255.255.255.0 prot O
port O
ISAKMP (0): processing ID payload. message ID = 1320496941
ISAKMP (0): ID IPV4 ADDR_SUBNET dst 192.168.20.0/255.255.255.0 prot O
port OIPSE
C(key engine): got a queue event...
IPSEC(spi_ response): getting spi 0x9df931b4 (2650354100) for SA
from 192.168.100.1 to 192.168.100.2 for prot 3

return status is IKMP_NO ERROR
oakley const_gm:
construct header: message id Ox4eb52f2d
construct blank hash:
construct ipsec_sa:
construct ipsec _nonce:
construct proxy id:
construct proxy id:
construct notify:
construct _gm hash:
crypto isakmp process block:src:192.168.100.1, dest:192.168.100.2
spt:500 dpt:500
OAK_ QM exchange
oakley process quick mode:
verify gm hash:
OAK_QM AUTH AWAIT
prepare_ ipsec_sas:
CREATE IPSEC KEY:
CREATE IPSEC KEY:
ISAKMP (0): Creating IPSec SAs
inbound SA from 192.168.100.1 to 192.168.100.2 (proxy
192.168.10.0 to 192.168.20.0)
has spi 2650354100 and conn_id 1 and flags 4
lifetime of 28800 seconds
outbound SA from 192.168.100.2 to 192.168.100.1 (proxy
192.168.20.0 to 192.168.10.0)
has spi 2333194 and conn_id 2 and flags 4
lifetime of 28800 secondsIPSEC(key engine): got a queue event...
IPSEC(initialize sas): ,
(key eng. msg.) dest= 192.168.100.2, src= 192.168.100.1,
dest proxy= 192.168.20.0/255.255.255.0/0/0 (type=4),
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src_proxy= 192.168.10.0/255.255.255.0/0/0 (type=4),

protocol= ESP, transform= esp-des esp-sha-hmac ,

lifedur= 28800s and 0kb,

spi= 0x9df931b4 (2650354100), conn_id= 1, keysize= 0, flags= 0x4
IPSEC(initialize sas): ,

(key eng. msg.) src= 192.168.100.2, dest= 192.168.100.1,

src_proxy= 192.168.20.0/255.255.255.0/0/0 (type=4),

dest proxy= 192.168.10.0/255.255.255.0/0/0 (type=4),

protocol= ESP, transform= esp-des esp-sha-hmac ,

lifedur= 28800s and Okb,

spi= 0x239a0a(2333194), conn id= 2, keysize= 0, flags= 0x4

VPN Peer: IPSEC: Peer ip:192.168.100.1/500 Ref cnt incremented to:2
Total VPN Peers:1

VPN Peer: IPSEC: Peer ip:192.168.100.1/500 Ref cnt incremented to:3
Total VPN Peers:1

return status is IKMP_NO_ ERROR

Check ISAKMP SAs on PIX:

cisco-side(config)# show crypto isakmp sa

Total g A
Embryonic : 0
dst src state pending created
192.168.100.2 192.168.100.1 QM IDLE 0 1
Check IPSec SAs on PIX:
cisco-side(config)# show crypto ipsec sa
interface: outside
Crypto map tag: dyn-map, local addr. 192.168.100.2
local ident (addr/mask/prot/port): (192.168.20.0/255.255.255.0/0/0)
remote ident (addr/mask/prot/port): (192.168.10.0/255.255.255.0/0/0)

current peer: 192.168.100.1:500
PERMIT, flags={}

#pkts encaps: 4, #pkts encrypt: 4, #pkts digest 4

#pkts decaps: 6, #pkts decrypt: 6, #pkts verify 6

#pkts compressed: 0, #pkts decompressed: 0

#pkts not compressed: 0, #pkts compr. failed: 0, #pkts decompress
failed: 0

#fsend errors 0, #recv errors O

local crypto endpt.: 192.168.100.2, remote crypto endpt.:
192.168.100.1

path mtu 1500, ipsec overhead 56, media mtu 1500

current outbound spi: 239a0a

inbound esp sas:
spi: 0x9df931b4 (2650354100)
transform: esp-des esp-sha-hmac ,
in use settings ={Tunnel, }
slot: 0, conn id: 1, crypto map: dyn-map
sa timing: remaining key lifetime (k/sec): (4607999/28707)
IV size: 8 bytes
replay detection support: Y

inbound ah sas:
inbound pcp sas:
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outbound esp sas:
spi: 0x239a0a(2333194)

transform: esp-des esp-sha-hmac ,
in use settings ={Tunnel, }
slot: 0, conn id: 2, crypto map: dyn-map
sa timing: remaining key lifetime (k/sec): (4607999/28707)
IV size: 8 bytes
replay detection support: Y

outbound ah sas:

outbound pcp sas:

Check the branch office session statistics on Status->Statistics screen. Note the presence of
branch office tunnel. Log off the connection:
‘A ces-side (192.168.10.1) - Contivity Extranet Switch - Microsoft Internet Explorer pro I =

J File Edit View Favorites Tools  Help E
J EBack * = - D b | ‘QiSearch [EFavorites ¢ fHistary | B\ S -5 @
| Adddress [&) hwp:/7192. 168.10.1/manage fmanager.htm ~| #an

[ Active Sessions 0 0

HELP  LOGOFF

Display All Sessions 2

End User Summary

IPSEC PPTP L2TP L2F Admin FWUA Total
Current End User Sessions 0 1] 0 0 2 0 2

Peak Sessions
for 0209 0 o 0 ] 2 0 2

Total Sessions
Since Boot

Branch Office Summary

Current Branch Office 1 1] 0 1

Peak Sessions
for 0209 ! o 0 !

Total Sessions
Since Boot

Current Branch Office Sessions

Connected
Subnets

In: 0 In: 4 .
To CiscoPl{  IPSEC 192.168.100.2  192.168.100.2  02/09/2004 11:14:35 out 0 Out 6 1 Log Off Dietails

Current End User Sessions

Connection  Type uip Address Start Khytes Packets Action

NEIRTEL
NETWORIS

Al

|€] Applet MainNay started ‘ | |D Internet
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Check the log on CES:

02/09/2004 11:18:38 0 ISAKMP [13] 192.168.100.2 logged off by
administrator

02/09/2004 11:18:38 0 ISAKMP [03] Deleting IPsec SAs with 192.168.100.2:
02/09/2004 11:18:38 0 ISAKMP [03] ESP 56-bit DES-CBC-HMAC-SHA outbound
SPI 0x9df931b4

02/09/2004 11:18:38 0 ISAKMP [03] ESP 56-bit DES-CBC-HMAC-SHA inbound
SPI 0x239%a0a

02/09/2004 11:18:38 0 IPvfy.04fc3a88{Tun} [00] destructor called
0x4fc3a88

02/09/2004 11:18:38 0 Security [12] Session 6c7fb20: IPSEC[-]:12 sib 0
logged out

02/09/2004 11:18:38 0 Security [12] Session 6c80a48:
IPSEC[192.168.100.2]:11 sib 0 logged out

02/09/2004 11:18:38 0 ISAKMP [02] Deleting ISAKMP SA with 192.168.100.2

Check the debug messages on PIX:

crypto isakmp process block:src:192.168.100.1, dest:192.168.100.2
spt:500 dpt:500

process_isakmp_info:

verify gm hash:

process_ isakmp packet:

ISAKMP (0): processing DELETE payload. message ID = 51597287, spi size =
4IPSEC (key engine): got a queue event...

IPSEC (key engine delete sas): rec'd delete notify from ISAKMP

VPN Peer: IPSEC: Peer ip:192.168.100.1/500 Decrementing Ref cnt to:2
Total VPN Peers:1

VPN Peer: IPSEC: Peer ip:192.168.100.1/500 Decrementing Ref cnt to:1
Total VPN Peers:1

return status is IKMP_NO ERR NO TRANS

crypto isakmp process block:src:192.168.100.1, dest:192.168.100.2
spt:500 dpt:500

process_ isakmp info:

verify gm hash:

process_ isakmp packet:

ISAKMP (0): processing DELETE payload. message ID = 2829118539, spi size
= 16

ISAKMP (0): deleting SA: src 192.168.100.1, dst 192.168.100.2

return status is IKMP_NO ERR NO TRANS

ISADB: reaper checking SA 0xddé864, conn id = 0 DELETE IT!

VPN Peer: ISAKMP: Peer 1p:192.168.100.1/500 Ref cnt decremented to:0
Total VPN Peers:1
VPN Peer: ISAKMP: Deleted peer: ip:192.168.100.1/500 Total VPN peers:0
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2. CES — Responder
2.1. Setup

The same setup as in first example will be used.

192.168.10.0/24 192.168.100.0/24 192.168.20.0/24
€= e em e e e e e o e e e o e Em = e o = mm Em
I T
WS1 oooo WS2

CES

WS1 — Windows 2000 workstation, IP 192.168.10.11.24;

WS2 - Windows 2000 workstation, IP 192.168.20.22/24;

CES - Contivity Secure IP Services Gateway, code version V04_85, management IP
192.168.10.1/24, private IP 192.168.10.10/24, public IP 192.168.100.1/24;

PIX — Cisco PIX firewall 515, code version 6.3(1), private IP (Ethernet 0) 192.168.20.20/24,
Public IP (Ethernet 1) 192.168.100.2/24.

The goal of the configuration is to setup an IPSec ABOT branch office tunnel between the CES
and the PIX box using DES with SHA integrity and pre-shared key authentication. CES will act as
a responder of the tunnel and PIX as an initiator.

2.2. Configuring WS1

Configure WS1 the same way it was configured for the first example.

2.3. Configuring WS2

Configure WS2 the same way it was configured for the first example.
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2.4. Configuring CES

The configuration of CES in this example is based on the configuration of CES in previous
example. Only the difference will be noted.

Navigate Profiles>Branch Office. Select a BO Group configured for the previous example:
‘A ces-side (192.168.10.1) - Contivity Extranet Switch - Microsoft Internet Explo -10] x|

J File Edit “ew Favorites Tools Help ﬁ
J EBack + =+ < & 7t | @ Search [EFavorites s 4History ‘ B S i 2
JAddreSs I@ http:/192.168.10. 1/manage/manager. htrm j o

Branch Office e 0

HELP  LOGOFF

Group |/Base - Add Configure

CLIENT POLICY N
: Connections

Search Criteria |OFF vl

Select Enable C ion Name C ion Type Tunnel Type Local Ip Address Remote Ip Address Control Tunnel

Add

0K Fefrash b

NKRTEL =
NETWORKS Kl | B
|€] Applet Mainkay started ,7’7‘0 Internet &

Click Configure under the connection definition:

A ces-side (192.168.10.1) - Contivity Extranet Switch - Microsoft Internet Explore =10 x|
J File Edit “iew Favorites Tools Help ﬁ
J Ehack v =~ (D 7t ‘ @ Search [GdFavorites . 4History |%‘ =] 5w

]Address I@ http://192.168.10.1/manage/manager htm j @Gn

Branch Office

HELF  LOGOFF

Add | De\etel Configure

le1 1) /Base/B0 group

Connections

Search Criteria IOFF hd

Select Enable C ion Name Ci ion Type Tunnel Type Local Ip Address Remote Ip Address Control Tunnel

o v To CigcoPlx Initiator IPSec A 192.168.100.2 Digabled

Add | Deletel Configure Change Group |Tesl|

N@RT L oK. Refreshl

14]3
NETWORKS

s

‘@ Applet MainMay started ‘ | |° Internet:
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Select Responder Connection Type:

IPSec |
Infistor |

Feerto Peer
Initiator

Fesponder

Screen refreshes hiding the endpoint information:

IPSec

Fiesponder v

permitall ]
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Leave the rest of the fields as they were configured for the previous example and click OK at the
bottom of the page:
A ces-side (192.168.10.1) - Contivity Extranet Switch - Microsoft Internet Exg =10l x|

JFiIe Edit “iew Favorites Tools Help ﬁ

| 4pack v =» ~ @D [@ A | @search GaFavorites (HHistory | By S L

j#\ddress |¢5 http://192.168.10.1/manage/manager.htm j oo
Connection Configuration P s

This page has been modified. Please click the OE/Apply button to send configuration changes to the device. Or, please click the
Refresh button to get the latest data from the dewice and clear all changes

CLIENT FOLICY

Connection
Group Name /Base/BO group
Connection Name To CiscoP[X

Control Tunnel Disabled
Tunnel Type |[IPSec vl
Connection Type |Responder 'I

Enable [+

Filters

Filter |perm|t all LI

Authentication |Text Pre-Shared Key =
Iniiator 1D [ces

Text Pre-Shared Key |m Confirm |7

MTU
Tunnel MTU |Enable =
MTU Value |[1753
NAT

NAT |(Mone) ~

IP Configuration | Static -I

Local Networks

Local Network |local 192.163.10.0 ~ Create Local Metwark

IP Address IP Mask Cost Enabled
192.168.10.0 2652552550 10 TRUE

Remote Networks

Select IP Address IP Mask Cost Enabled
Lol 182.168.20.0 255255 2560 10 ird
Add | Configure | Delete |

NERT

1 EI. oK | Cance\l Apply | Refreshl
NETWORKS

Wl

|@ Applet Mainhay started ‘ | |Q Internet
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The BO connection is configured:
A ces-side (192.168.10.1) - Contivity Extranet Switch - Microsoft Internet Explorer | -10] x|

J File Edit View Favorites Tools Help ﬁ
J dpack v = v &) “t | Qhsearch [FFavorites £ #History ‘ - S e
JAddFeES I@ http:/f192.168.10. 1/manage/manager. htm j @G0

Branch Office e e’

HELF  LOGOFF

Add | Deletel Configure

Group |EREEEREE=N: ~

Connections

Search Criteria_|OFF vl

Select Enahle C ion Name Ci ion Type Tunnel Type Local Ip Address Remote Ip Address Control Tunnel

o v Ta CiscoPIx Responder IPSec A TAA Disabled

Add | Delelel Configure Change Group |Test

N oK. | Refresh

RTEL
NETWORKS

‘E] Applet Mainhay started

,7 ,7 | mternet v

2.5. Configuring PIX

Erase config on PIX to remove config from the previous example:

cisco-side(config) #write erase
Erase PIX configuration in flash memory? [confirm]

Reload PIX to start configuration from a scratch:

pixfirewall (config)# reload
Proceed with reload? [confirm]
Rebooting....

Enter NO when prompted to configure PIX through the interactive prompts:

Pre-configure PIX Firewall now through interactive prompts [yes]? no
Type help or '?' for a list of available commands.
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Enter privileged mode:

pixfirewall> en
Password:

Enter configuration mode:

pixfirewall# conf t
pixfirewall (config) #

Configure and enable interfaces ethO and eth1, in this example auto speed selection will be used
for interfaces:

cisco-side(config)# interface ethernetl auto
cisco-side(config)# interface ethernet0 auto

We will configure Ethernet O to be private interface and Ethernet 1 to be public interface.
Configure eth 0 to be private (by default eth 0 is public and ethl is private), this will swap the
interfaces and will automatically make eth1 public:

pixfirewall (config)# nameif ethernet0 inside securityl00
interface 1 name "inside" swapped with interface 0 name "outside"

Configure hostname (cisco-side) on PIX:

pixfirewall (config)# hostname cisco-side
cisco-side(config)#

Create an access list that will be used with crypto algorithm to define what traffic will be encrypted
and what will be sent in clear text. The permitted traffic will be encrypted and denied traffic will be
sent in clear. We need to permit traffic from Cisco PIX private side (192.168.20.0/24) to CES
private side (192.168.10.0/24) this will force all the traffic between private networks to go through
the tunnel. 15 is the access list number we are creating:

cisco-side(config)# access-list 15 permit ip 192.168.20.0 255.255.255.0
192.168.10.0 255.255.255.0

Configure the IP address for the PIX private interface or inside address (192.168.20.20/24):
cisco-side(config)# ip address inside 192.168.20.20 255.255.255.0
Configure the IP address for the PIX public interface or outside address (192.168.100.2/24):
cisco-side(config)# ip address outside 192.168.100.2 255.255.255.0
We do not need to NAT over IPSec tunnel:

cisco-side(config)# nat (inside) 0 access-1list 15
cisco-side(config)# nat (inside) 1 0.0.0.0 0.0.0.0 0 O

Configure default outside gateway pointing to CES public interface (1921.68.100.1) (Note: In this
example CES and PIX public interfaces are directly connected, if a router is used between CES
and PIX enter the routers address as a default gateway):
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cisco-side(config)# route outside 0.0.0.0 0.0.0.0 192.168.100.1 1
Configure Cisco PIX to accept IPSec traffic. This assures that traffic through the tunnel is not
blocked by other access lists that might exist on the PIX box. Alternatively, access lists explicitly
allowing particular traffic across PIX need to be configured via access list or conduit commands.
In this example we will allow all IPSec traffic:

cisco-side(config)# sysopt connection permit-ipsec

Create an IPSec transform set to define what encryption and authentication algorithms will be
used for the tunnel. We need to create a transform set (pix) for the DES with SHA integrity:

cisco-side(config)# crypto ipsec transform-set pix esp-des esp-sha-hmac
Create an IPSec crypto map (map number 1, named pixmap) that will use IPSec ISAKMP:
cisco-side(config)# crypto map pixmap 1 ipsec-isakmp

Associate a crypto map with the created access list:

cisco-side(config)# crypto map pixmap 1 match address 15

Set peer address (CES public address — 192.168.100.1) for the crypto map:
cisco-side(config)# crypto map pixmap 1 set peer 192.168.100.1
Associate crypto map with the created transform set (pix):

cisco-side(config)# crypto map pixmap 1 set transform-set pix

Bind crypto map with the outside interface:

cisco-side(config)# crypto map pixmap interface outside

Enable ISAKMP service for the outside interface:

cisco-side(config)# isakmp enable outside

Configure a pre-shared key (test) for authentication with CES (192.168.100.1):

cisco-side(config)# isakmp key test address 192.168.100.1 netmask
255.255.255.255
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When initiating a connection Cisco PIX will use main mode negotiation by default just like in
regular peer-to-peer tunnel. For Contivity to recognize ABOT initiator aggressive mode should be
used for tunnel negotiation. To make PIX use aggressive mode the isakmp identity must be set to
key id. Push PIX to use aggressive mode when initiating a connection to CES. For that set
identity to key-id (ces):

cisco-side(config)# isakmp identity key-id ces

Configure Cisco PIX to use pre-shared key authentication:
cisco-side(config)# isakmp policy 1 authentication pre-share
Configure Cisco to use DES for encryption:

cisco-side(config)# isakmp policy 1 encryption des

Configure Cisco to use SHA1 for authentication:

cisco-side(config)# isakmp policy 1 hash sha
Configure Cisco to use Diffie-Hellman group 1:
cisco-side(config)# isakmp policy 1 group 1
View the configuration:

cisco-side(config)# show run
Saved

PIX Version 6.3 (1)

interface ethernet0 auto

interface ethernetl auto

nameif ethernet0 inside securityl00

nameif ethernetl outside securityO0

enable password 8Ry2YjIyt7RRXU24 encrypted
passwd 2KFQnbNIAdI.2KYOU encrypted

hostname cisco-side

fixup protocol ftp 21

fixup protocol h323 h225 1720

fixup protocol h323 ras 1718-1719

fixup protocol http 80

fixup protocol ils 389

fixup protocol rsh 514

fixup protocol rtsp 554

fixup protocol sip 5060

fixup protocol sip udp 5060

fixup protocol skinny 2000

fixup protocol smtp 25

fixup protocol sglnet 1521

names

access-1list 15 permit ip 192.168.20.0 255.255.255.0 192.168.10.0
255.255.255.0

pager lines 24

mtu inside 1500

mtu outside 1500

ip address inside 192.168.20.20 255.255.255.0
ip address outside 192.168.100.2 255.255.255.0
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ip audit info action alarm

ip audit attack action alarm

pdm history enable

arp timeout 14400

nat (inside) 0 access-1list 15

nat (inside) 1 0.0.0.0 0.0.0.0 0 O

route outside 0.0.0.0 0.0.0.0 192.168.100.1 1
timeout xlate 3:00:00

timeout conn 1:00:00 half-closed 0:10:00 udp 0:02:00 rpc 0:10:00 h225

1:00:00

timeout h323 0:05:00 mgcp 0:05:00 sip 0:30:00 sip media 0:02:00

timeout uauth 0:05:00 absolute

aaa-server TACACS+ protocol tacacs+
aaa-server RADIUS protocol radius
aaa-server LOCAL protocol local

no snmp-server location

no snmp-server contact

no snmp-server contact

no snmp-server enable traps

floodguard enable

sysopt connection permit-ipsec

crypto ipsec transform-set pix esp-des esp-sha-hmac
crypto map pixmap 1 ipsec-isakmp

crypto map pixmap 1 match address 15
crypto map pixmap 1 set peer 192.168.100.1
crypto map pixmap 1 set transform-set pix
crypto map pixmap interface outside

isakmp enable outside

isakmp key ******** gddress 192.168.100.1 netmask 255.255.255.255

isakmp identity key-id ces

isakmp policy 1 authentication pre-share

isakmp policy encryption des

isakmp policy hash sha

isakmp policy group 1

isakmp policy lifetime 86400

telnet timeout 5

ssh timeout 5

console timeout 0

terminal width 80

Cryptochecksum:c94d4849677031bfb4007c61l4e46bald’
end

PR PR
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Save the configuration:

cisco-side(config)# write mem

Building configuration...

Cryptochecksum: bc663e92 4b3c7b02 8fe04442 bafb3abe
[OK]

2.6. Testing the configuration

Clear the log on CES:
2 192.168.10.1 - Contivity Extranet Switch - Microsoft Internet Explorer prov -10] %]

JF\|E Edit View Favorites Tools Help |
]Address I@ hitp:/f192,168.10.1/manage/manager. him j @GD

Event Log e 9

HELF  LOGOFF

IP Packet Draps: I Al T Filtered

IP¥ Packet Drops: ™

Use of abowe options will impact system performance

Reverse Chronological Order [~
Sarting Key Wards: | IOR ;I Apply

Clear | Refrash |

TIrItg Contents

01-28~-2004 09:48:58
01282004 09:49:05

Sy= [13] Eventlog: The current Eventlog size is 2000 entries
Boot [13] Booting in Normal mode
01-28-2004 09:49:05 Boot [13] Booting version ¥04_90.170, created on Jan 22 2004, 10:04:06
01-28-2004 09:49:05 CtxtReclaim [01] Created -
<| 3

’_ ’_ |e Internet

roooo

|E‘] Applet Mainbay started

N

Enable debug on Cisco PIX to see the connection establishment:

cisco-side# debug crypto isakmp 2
cisco-side# debug crypto ipsec 2

Ping from WS1 (192.168.10.11) to WS2 (192.168.20.22) to make sure responder could not
initiate the connection:

C:\>ping 192.168.20.22

Pinging 192.168.20.22 with 32 bytes of data:
Request timed out.

Request timed out.

Request timed out.

Request timed out.

Ping statistics for 192.168.20.22:
Packets: Sent = 4, Received = 0, Lost = 4 (100% loss),

Approximate round trip times in milli-seconds:
Minimum = Oms, Maximum = Oms, Average = 0ms

The ping is lost as the tunnel could not be initiated by the responder.

Ping from WS2 (192.168.20.22) to WS1 (192.168.10.11):

C:\>ping 192.168.10.11
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Pinging 192.168.20.22 with 32 bytes of data:

Request timed out.

Reply from 192.168.10.11: bytes=32 time=230ms TTL=29
Reply from 192.168.10.11: bytes=32 time<lOms TTL=29
Reply from 192.168.10.11: bytes=32 time<lOms TTL=29

Ping statistics for 192.168.10.11:

Packets: Sent = 4, Received = 3, Lost = 1 (25% loss),
Approximate round trip times in milli-seconds:

Minimum = Oms, Maximum = 230ms, Average = 57ms

Check the log on CES:

02/09/2004 14:11:42
02/09/2004 14:11:42
sessions

02/09/2004 14:11:42 0 Security [01] Session: IPSEC[ces] To CiscoPIX has
no active accounts

02/09/2004 14:11:42 0 Security [00] Session: IPSEC - did not find
matching gateway session

Security [11] Session: IPSEC[ces] attempting login

0
0 Security [01] Session: IPSEC[ces] has no active

02/09/2004 14:11:42 0 ISAKMP [02] Oakley Aggressive Mode proposal
accepted from ces (192.168.100.2)

02/09/2004 14:11:42 0 ISAKMP [02] Initial Contact Payload Received
02/09/2004 14:11:42 0 ISAKMP [02] Group settings set to ignore Initial

Contact Payload.

02/09/2004 14:11:42 0 Security [01] Session: IPSEC[ces]:31 SHARED-SECRET
authenticate attempt...

02/09/2004 14:11:42 0 Security [01] Session: IPSEC[ces]:31 attempting
authentication using LOCAL

02/09/2004 14:11:42 0 Security [11] Session: IPSEC[ces]:31 authenticated
using LOCAL

02/09/2004 14:11:42 0 Security [11] Session: IPSEC[ces]:31 bound to
group /Base/BO group/To CiscoPIX

02/09/2004 14:11:42 0 Security [01] Session: IPSEC[ces]:31 Building
group filter permit all

02/09/2004 14:11:42 0 Security [01] Session: IPSEC[ces]:31 Applying
group filter permit all

02/09/2004 14:11:42 0 Security [11] Session: IPSEC[cesg]:31 authorized
02/09/2004 14:11:42 0 Branch Office [01] Setting up branch office
gateway [192.168.100.2] uid: [ces]

02/09/2004 14:11:42 0 Branch Office [01] InstallBOSession:
IPSEC[192.168.100.2] routing [STATIC]

02/09/2004 14:11:42 0 RTM [10] netWrite RTM RouteDef: N 192.168.20.0 M
255.255.255.0 NumNH 1 NH 192.168.100.2 CM 0x744d7e8

02/09/2004 14:11:42 0 RTM [00] writeNewEntry: adding new: 192.168.20.0
to 192.168.20.255

02/09/2004 14:11:42 0 RTM [00] NextHop:newEntry NextHop: 192.168.100.2
NHI 192.168.100.1 C 66 CM 0x744d7e8 PR (6cl8e84) 192.168.100.1
02/09/2004 14:11:42 0 Branch Office [01] 744c978
BranchOfficeCtxtCls::InstallRoute: Route installed for rem[192.168.20.0-
255.255.255.0]@192.168.100.2

02/09/2004 14:11:42 0 McRelay [00] Received circuit up for circuit num =
66. local 192.168.20.0

02/09/2004 14:11:42 0 McRelay [00] MC circuit enabled. circuit num = 66,
ifp 1881e34

02/09/2004 14:11:42 0 RTM [00] Best::nextRoute fini for 0x40

02/09/2004 14:11:42 0 ISAKMP [02] ISAKMP SA established with ces
(192.168.100.2)
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02/09/2004 14:11:42 0 Security [11] Session: network IPSEC[192.168.20.0-
255.255.255.0] attempting login

02/09/2004 14:11:42 0 Security [11] Session: network IPSEC[192.168.20.0-
255.255.255.0] logged in from gateway [192.168.100.2]

02/09/2004 14:11:42 0 Security [12] Session: IPSEC[ces]:31 physical
addresses: remote 192.168.100.2 local 192.168.100.1

02/09/2004 14:11:42 0 Security [12] Session: IPSECI[-]:34 physical
addresses: remote 192.168.100.2 local 192.168.100.1

02/09/2004 14:11:42 0 BaseCmsClient [00] RipCmsClient::New() : handling
new circuit event for circuit 66 [0x5975438].

02/09/2004 14:11:42 0 BaseCmsClient [00] RipCmsClient::New() : handling

new circuit event for circuit 66 [0x5975438].

02/09/2004 14:11:42 0 RTM [00] Best::nextRoute fini for 0x1

02/09/2004 14:11:42 0 DHCP Relay Table [00] Circuit config node for
interface 192.168.20.0 inserted

02/09/2004 14:11:42 0 Outbound ESP from 192.168.100.1 to 192.168.100.2
SPI 0x08d531cc [03] ESP encap session SPI 0xcc31d508 bound to cpu 0
02/09/2004 14:11:42 0 Inbound ESP from 192.168.100.2 to 192.168.100.1
SPI 0x0015f641 [03] ESP decap session SPI 0x41f61500 bound to cpu 0
02/09/2004 14:11:42 0 Branch Office [00] 744c978
BranchOfficeCtxtCls::RegisterTunnel: rem[192.168.20.0-
255.255.255.0]@[192.168.100.2] loc[192.168.10.0-255.255.255.0]
overwriting tunnel context [0] with [6fa7c18]

02/09/2004 14:11:42 0 ISAKMP [03] Established IPsec SAs with ces
(192.168.100.2) :

02/09/2004 14:11:42 0 ISAKMP [03] ESP 56-bit DES-CBC-HMAC-SHA outbound
SPI 0x8d531lcc

02/09/2004 14:11:42 0 ISAKMP [03] ESP 56-bit DES-CBC-HMAC-SHA inbound
SPI 0x15f641
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Check the status of the connection on Status—>Sessions screen. Note the presence of the BO
connection:
Al ces-side (192.168.10.1) - Contivity Extranet Switch - Microsoft Internet Explorer prc =10l x|

File Edit View Favorites Toolks  Help E

EBack * = ~ @D a4 | Qi Search [Favorites 4History “%' =1 e
| Adddress [&) /192,168, 10.1/manage/manager htm ~| @

- Active Sessions

HELP  LOGOFF

Display I All Sessions =

End User Summary

IPSEC PPTP L2TP L2F Admin FWUA Total
Current End User Sessions 1] 0 0 0 1 0 1
Peak Sessions
for 02/09 1] i] 0 0 2 0 2
Total Sessions
Since Boot o U v v g g g
Branch Office Summary
IPSEC PPTP L2TP Total
Current Branch Office 1 o o 1
Peak Sessions ==
for 02/09 ! . . !
Total Sessions
Since Boot & o g B
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Check the IPSec Sas on PIX:

cisco-side(config)# show crypto ipsec sa
interface: outside
Crypto map tag: pixmap, local addr. 192.168.100.2

local ident (addr/mask/prot/port): (192.168.20.0/255.255.255.0/0/0)
remote ident (addr/mask/prot/port): (192.168.10.0/255.255.255.0/0/0)
current peer: 192.168.100.1:500
PERMIT, flags={origin is acl,}
#pkts encaps: 3, #pkts encrypt: 3, #pkts digest 3
#pkts decaps: 66, #pkts decrypt: 66, #pkts verify 66
#pkts compressed: 0, #pkts decompressed: 0
#pkts not compressed: 0, #pkts compr. failed: 0, #pkts decompress
failed: 0
#fsend errors 1, #recv errors O

local crypto endpt.: 192.168.100.2, remote crypto endpt.:
192.168.100.1

path mtu 1500, ipsec overhead 56, media mtu 1500

current outbound spi: 527a6

inbound esp sas:
spi: 0x37e084d5(937460949)
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transform: esp-des esp-sha-hmac ,

in use settings ={Tunnel, }

slot: 0, conn id: 1, crypto map: pixmap

sa timing: remaining key lifetime (k/sec): (4607995/28578)
IV size: 8 bytes

replay detection support: Y

inbound ah sas:
inbound pcp sas:

outbound esp sas:
spi: 0x527a6(337830)
transform: esp-des esp-sha-hmac ,
in use settings ={Tunnel, }
slot: 0, conn id: 2, crypto map: pixmap
sa timing: remaining key lifetime (k/sec): (4607999/28578)
IV size: 8 bytes
replay detection support: Y

outbound ah sas:
outbound pcp sas:

Check the ISAKMP Sas on PIX:

cisco-side(config)# show crypto isakmp sa

Total g d

Embryonic : 0
dst src state pending created
192.168.100.1 192.168.100.2 QM IDLE 0 1
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